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Revision Log

“ 06/30/26 Marshall Keppel Initial revision

“ 7/9/26 Marshall Keppel Added screenshots for each applicable feature
“ 7/27/26 Mike Roadifer Updated wording on a few slides.
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Add Approver by Application Role (Part 1)
Available in QA: Yes

Manage users | Pending requests H Completed requests H Org requests
Currently application managers can configure application approvers at the Search requests D ‘
application level, allowing application approvers to approve application Show all requests
ac-cess and role requests. Wlth thlS update, appllcatlo.n managers can | Name Tl Requesttype Tl Reactivation Requestdate ! Organization|! companyll Apprequested ! Approlerequested! ¢
configure approvers at the application role level, allowing them to assign . .
and approve application role requests for a specific role. : IROC
e 72 e I [N P S
In this screenshot, the user is allowed to approve requests only for the IROC Process request
e-ISuite role. Note that this role does not exist in Production and is shown View request 25 v

only for demonstration purposes. _
Reject requests

View reviewers

User is allowed to process requests for a specific applicationrole.
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Add Approver by Application Role (Part 2)
Available in QA: Yes

Manage users H Pending requests H Completed requests H Org requests

¢

Name Il Requesttypell  Reactivation Requestdate!! oOrganization |l companyll Apprequested . Approlerequested’] co

Search requests Show all requests

“New User”, “Application Access” and
other “Application Role” requests for the
same application (IROC in this example) IROC
are not displayed by default but can be

viewed via the “Show all requests” check = Jones, Bok Application Role 07/20/2026 Klamath National IROC-PROD e-|Suite Mi
box e e 7T T B T I [
View request
View reviewers 25
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Add Subordinate Applications
Available in QA: Yes

Request application access and roles =

This feature introduces the concept of subordinate applications to
support future integration of roles for app“cations where a single To request access to more than 1 application, please click the plus button below. Once your request is reviewed, you will receive an e-mail. Please
tile allows access to multiple applications. In this screenshot the 0 notsubmItTorther requests unflyou recelve tis e mall

IROC application has been configured with two subordinate
applications: ICLIP and Web Status. Users can request access and o , . 3

rcE)lFe)s to IROC, ICLIP and Web Status by clicking onqthe parent tile ceiectpplication.- | | Selectinstancets). @@
(IROC) in the FAMAuth portal.

Application access Instance(s)

. . . .. . . ICLIP-Interagency Cache Logistics Inventory Program
Note that this configuration does not exist in Production and is . - pplication,
shown only for demonstration purposes. IROC-Interagency Resource Ordering Capability _
ame, e-mail or phone number).
WEBS-IROC Web Status
oS T ST o G ST wensasg o ICE personnel.
Contact's first name Contact's last name
Job title Phone number Ext (optional)

IROC N IROC )

E-Mail

Interagency Resource Ordering
Capability

v B

US DA USDA Forest Service

Fire and Aviation Management — Information Management

,-""'"-_—
]




Application Rules of Behavior
Available in QA: Yes

This feature introduces the rules of behavior concept (ROB) to
applications. Each application has unique security requirements, and for
certain applications with more stringent requirements, there is a need

for all users of the application to accept rules of behavior periodically

that are specific to the application. ey

\ ROB type Application
With this update, Application Managers will be able to enable an FSHARE

application ROB and configure custom ROB text along with a frequency
that is required for accepting the application’s ROB (e.g., every 365 days
a user must accept the application ROB). When a new user or a user with
an expired application ROB agreement launches the application, the
system will display the application ROB, and the user will be required to
accept the ROB to access the application.

Forest Service

In addition, this feature introduces the ROB Compliance report, a report
designed to show the ROB status for each user. Users and Application
Managers will also be able to check ROB information from the Rules of
behavior panel on the user profile (see screenshot below).
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Restrict Verification Contact Email Domains
Available in QA: Yes

Request application access and roles —

| (D To request access to more than 1 application, please click the plus button below. |

Application access Instance(s)

FSHARE-FAMShare Vv RA b e @

Request application roles for FSHARE - QA

Application Approvers have noticed that verification contacts with email
domains outside of the government are sometimes not reachable when

attempting to contact them to verify an application access or role HIRoPS

request. Application Approvers have also noticed that verification

contacts with a “gov” email address domain are typically more reliable, Verification contact information -
and thus, they have requested the ability to restrict verification contact . —

emall domains, (@ Enter the contact who can validate your need to access this application.

» You CAM NOT validate vour request (Do not enter your own name, e-mail or phone number).
« Agency employees: enter manager or supernvisor
« Contractors/Vendors: enter your government contracting office personnel.

This feature grants Application Managers the ability to configure
acceptable email domains for verification contacts at the application
level. By inputting “gov” for the permitted email domains, as an
example, users will no longer be able to enter a verification contact with
an email domain that is not “gov” and will receive an error message
indicating the email domain is not valid. Job title Phone number Ext (optional)

user (223) 233-2323
\ E-Mail

|® Email domain gmail.com is not permitted. Allowed domains/suffixes: gov

Use existing contact
Contact's first name Contact's last name

new usear

user@gmail.com

BT
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Custom Verification Contact Info Message
Available in QA: Yes

The purpose of this feature is to provide functionality for creating
custom user instruction text for a given application that will
dynamically display in the verification contact panel for users
when requesting application access or roles for the application.

USDA Forest Service
Fire and Aviation Management — Information Management

Request application access and roles

(@ You will receive an e-mail when your request has been reviewed.

Application access Instance

IROC-Interagency Resource Ordering Capability PROD

Verification contact information

(@ Enter the contact who can validate your need to access this application.

\ * Agency employees: enter manager or supervisor.
M« Contractors/Vendors: enter your government contracting office personnel.

Interagency Resource Ordering Capability instructions
» Custom user instructions (sample text)

* You CAN NOT validate your request (Do not enter your own name, e-mail or phene number).

Use existing contact

Contact's first name Contact's last name

Job title Phone number

Ext (optional)




Users Need to View Last Authorization Dates
Available in QA: Yes

Edit profile -
=]

User information +

Linked accounts +

Application access and role status =

Application Instance Application role Last authorization ftatus
FAMAUTH-FAMAUth PROD Application Manager ssigned
FAMALTH-FAMAUth FROD User Notice Manager Assigned
FEHARE-FAMShare QA Aviation Hazards Assigned
FSHARE-FAMShare QA Base info Assigned
Currently, only account managers or users with reports access can I . - -
view the last authorization dates for users. With this update, a new FHARE FAMShare o dminsrstor hasigoed
° . FSHARE-FAMShare QA APl Access ssipned
column has been added to the Application access and role status 05 crgstion fomston sy oo A p—r—
grid on the Edit profi le page’ the Last authorization’ allowing Dls-argamzanmIn:ouma'.nor Systermn PROD -he'a.-ﬂ‘.-_.-f.*.!::;er Ls.sug*e:

. . O15-Organization Information System PROD Organization Administrator Assigne;
users to view the most recent date they were authorized for each 015-Organiation nformation System sr0D Refeence Data Adrinistrator Assigned
application instance th at th ey have access to' 0I5-Drganization Information System PROD Remave Identifier Assigned

0I5-Drganization Information System FROD Reports Administrator Assigned
0i5-Organization Information System FROD Unit 1D Approver Assigned
0IS-Organization Information System FROD Unit ID Manager Assigned
OIS-Organi zation Information Systemn PROD Vendor Manager Assigned
WILDCADE-WildCAD-E DEV WildCAD Administrator Assignad
WILDCADE-WildCAD-E TEST WildCAD Administrator Assigned
[ Show history J [ Show request application access
and roles
Assigned org role access +
Request e-mail notifications +
Org request e-mail notifications +
Rules of behavior +
Cancel ]
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Org unit managers no longer need access to Edit profile
Available in QA: Yes

Manage users

Pending requests ‘ Completed requests H org requests

X
Include removed

Advanced search

Name 11 Username T Userstatus L Organization T

Org unit managers previously required access to the Edit profile rh}-'_'—-E:___

page for other users in order to assign org units. Because org unit

assignment has moved to the Edit organization and roles page, Remove user
org unit managers no longer have a need to edit the profile for Editname
other users. Therefore, the Edit profile menu item will no longer Configure org unit manager
display for org unit managers when managing users. Show similar users
Unlink user
View profile

MKS'S(W({
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Thank you!

Please reach out to Ryan Hunt (Ryan.Hunt2@usda.gov) or Mike Roadifer
(Michael.Roadifer@usda.gov) for more information.
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