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Purpose

The purpose of this document is to guide new users through the steps of accessing applications in the
FAMAuth portal. The portal is accessible via desktop or mobile devices. The screenshots in this guide
are from the desktop experience. Note the look on a mobile device may slightly differ.

Review the flowchart below to determine which section(s) of this guide apply to you as a user that is
accessing a FAM application from the FAMAuth portal for the first time.

Do | have a
USDA or DOI PIV
card?

Section II: Login wvia
Login.gov

Click an application

tile on the portal
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Guide

Section I: Login via eAuthentication

This section is for users that have a USDA or DOI PIV card.

Access FAMAuth Portal
1. Go to: https://famauth.wildfire.gov

Note: This will be your access point for your FAM application from now on so you can bookmark

this page.

2. Select Government (eAuth)

EE An official website of the United States government Here'showyou know W

ﬁWildland Fire Application Portal - FAMAuth R
‘T' 3 Y. ,I-". \

To login to your Wildland Fire Application please select one of the two tiles, Login.gov

or eAuthentication: User notices
=1
Public partners @ LOGIN.GOV Government @eAuth No notices today.
Login.gov is a service that eAuthentication is the system
offers secure and private @ that allows users access to @
online access to government Wildland Fire Apps and
programs through a Private Services using government
Non-Federal account. clearance.

/\ Upon logging in, you agree to the following information:

Unauthorized access to this United States Government Computer System and software is prohibited by Title

18, United States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or
exceeds authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses
information or prevents authorized use of (data or a computer owned by or operated for) the Government of
the United States shall be punished by a fine under this title or imprisonment for not more than 10 years, or

both.

This user guide is maintained by Dynamo-Alpha Omega, in collaboration with Fire and Aviation Management — Information
Management.
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Select your agency
3. Select USDA or DOI in the ‘Agency Selection’ drop down

BE An official website of the United States government Here'’s how you know v

USDA eAuthentication @ eAuth

_ U.S. DEPARTMENT OF AGRICULTURE

Agency Selection

Please select your agency to continue.

<>

U.S. Department of Agriculture

Note: A selected agency automatically saves for future logins. To change an
agency login, choose it from the list and click the Continue button to save.

Enter your credentials
4. Select “PIV/CAC”. Other options are available but this guide describes the use of a PIV card

This user guide is maintained by Dynamo-Alpha Omega, in collaboration with Fire and Aviation Management — Information
Management.
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BE An official website of the United States government Here's how you know v

USDA eAuthentication
S U.S. DEPARTMENT OF AGRICULTURE

@ eAuth

Loz USDA Federal Login

Need an account?

Not a USDA Federal Employee/Contractor? Change user type

Select an option to continue

<~ PIV/CAC

@ Enter PIV/CACPIN

¢ ) USDA MobileLinc
Use government mobile device for login

.- USDA Work Account
- Employees and contractors use Microsoft login

PIV Exemption
Log in with your eAuth User ID and Password

a. Select the certificate

Select a certificate

i Select a certificate to authenticate yourself to www.eauth.usda.govid43

Subject Issuer Serial

MICHAEL ROADIFER (Affiliate) Entrust snakFEor

Certificate information “ Cancel

b. Enter the PIN

7
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ActivClient Login ? X

ActiviD”

ActivClient®

Please enter your PIN.

PIN [1

OK Cancel

c. The Wildland Fire Application Portal is displayed. Find the tile or logo for the FAM
application you want to use, click the tile (or logo), and continue to next section of the
flowchart

E2 an official website of the United States government  Here's howyou know %

. Authenticated by:
u\UA U.5. FOREST SERVICE . . . .
= @ CARNG FOR THE LD A SERVING PEOPLE ﬁ Wildland Fire Application Portal - FAMAuth @®eAuth
2, Welcome, Michael.Roadifer v~ 7o~ O

To access your Wildland Fire Application select one of the tiles below: q
User notices

View as O Logos «  Tiles

No notices today.

N Wildland fire applications Filter | Filter tiles
Data Wareh... 1§ DRONESIM 13 EGP 78| | wseee e-ISuite ¥y
Data Warehouse UAS Training, Flight Enterprise e-ISuite Enterprise
i steT Geospatial Portal
v @ v B v B v B
FimE T
\g FEMS Y| | FEPPFEPMIS 3| [Si7e FireCode 3
Fire Environment Federal Excess FireCode System Joint Fire Science
Manning Sustem Darennal Dranarés Prosram
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Section Il: Login via Login.gov

This section is for users that do not have a USDA or DOI PIV card but do have a Login.gov account.

This guide assumes that your Login.gov account was setup using text message for the 2" level
authentication. Using other methods will result in different screens than shown below.

Access FAMAuth Portal
1. Go to: https://famauth.wildfire.gov

Note: This will be your access point for your FAM application from now on so you can bookmark
this page.

2. Select Public Partners (Login.gov)

£E an official website of the United States government Here's how you know W

U.S. FOREST SERVICE
CARING FOR THE LAND AND SERVING PEOPLE

ﬁ Wildland Fire Application Portal - FAMAuth P

USDA
=

To login to your Wildland Fire Application please select one of the two tiles, Login.gov
or eAuthentication: User notices

Public partners § LOGIN.GOV Government @ eAuth No notices today.
Login.gov is a service that eAuthentication is the system

offers secure and private @ that allows users access to @

online access to government Wildland Fire Apps and

programs through a Private Services using government

Non-Federal account. clearance.

/\ Upon logging in, you agree to the following information:

Unauthorized access to this United States Government Computer System and software is prohibited by Title
18, United States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or
exceeds authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses
information or prevents authorized use of (data or a computer owned by or operated for) the Government of
the United States shall be punished by a fine under this title or imprisonment for not more than 10 years, or
both.

This user guide is maintained by Dynamo-Alpha Omega, in collaboration with Fire and Aviation Management — Information
Management.
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Enter your credentials
3. Enter your Login.gov email address, password and select “Sign in”

Note: A new one-time security code will be sent to your phone, this is your 2™ level of authentication.

&8 An official website of the United States government Here’s how you know

0 LOGIN.GOV @

_—

National Fire & Aviation Management
is using Login.gov to allow you to sign
in to your account safely and securely.

Email address

Password

= 1]

I Create an account I

Sign in with your government employee ID

: Back to National Fire & Aviation Management

Forgot your password?

Security Practices and Privacy Act Statement

Privacy Act Statement (5

.|
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a. Enter one-time security code sent to your phone. If on a computer that is shared by
multiple users, uncheck “Remember this browser”. Select “Submit”

&l An official website of the United States government Here's how you know

D LOGIN.GOV @

Enter your security code

We sent a security code to_ This code will expirein

10 minutes.

One-time security code

Remember this browser |

& Get another code

Entered the wrong phone number?

Use another phone number

«Choose another option

b. The Wildland Fire Application Portal is displayed. Find the tile or logo for the FAM
application you want to use, click the tile (or logo), and continue to next section of the
flowchart

11
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An official website of the United States government  Here's howyou know W

USDy U.S. FOREST SERVICE
| CARING FOR THE LAND AN

D SERVIP

(arem ﬁWildland Fire Application Portal - FAMAuth

Authenticated by:

D LoGIN.GOV

2 Welcome, Michael.Roadifer ~ 2 v O

To access your Wildland Fire Application select one of the tiles below:

N Wildland fire applications

View as Q Logos

Tiles

Filter | Filter tiles

Data Wareh... 1§ DRONESIM 1 EGP 7@| | s e-ISuite ¥
Data Warehouse UAS Training, Flight Enterprise e-ISuite Enterprise
S e Geospatial Portal
v B v B v B v B
— Faar! 6o R - .
\g FEMS %8 | FEPPFEPMIS 3| [San« FireCode 13| |(#))FireSci... 13

Fire Environment
Mannine Svstem

Federal Excess

Darcarmal Dranarier

FireCode System

Section lll: Create a Login.gov Account

Joint Fire Science

Prosram

User notices

No notices today.

This section is for users that do not have a USDA or DOI PIV card and do not already have a Login.gov

account.

Access FAMAuth Portal

1. Go to: https://famauth.wildfire.gov

Note: This will be your access point for your FAM application from now on so you can bookmark this

page.

2. Select Public Partners (Login.gov)

12
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To login to your Wildland Fire Application please select one of the two tiles, Login.gov

or eAuthentication: User notices

Public partners @ LOGIN.GOV Government @ eAuth No notices today.
Login.gov is a service that eAuthentication is the system
offers secure and private @ that allows users access to @
online access to government Wildland Fire Apps and
programs through a Private Services using government
Non-Federal account. clearance.
e—

/\ Upon logging in, you agree to the following information:

Unauthorized access to this United States Government Computer System and software is prohibited by Title
18, United States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without authorization or
exceeds authorized access, and by means of such conduct, obtains, alters, damages, destroys, or discloses
information or prevents authorized use of (data or a computer owned by or operated for) the Government of
the United States shall be punished by a fine under this title or imprisonment for not more than 10 years, or
both.

.|
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Create Login.gov account
3. If you have an existing Login.gov account sign into your existing account (see Section ll), else
Create a Login.gov Account by selecting ‘Create an Account’

& Anofficial website of the United States government Here’s how you know

D LOGIN.GOV @

_—

National Fire & Aviation Management
is using Login.gov to allow you to sign
in to your account safely and securely.

Email address

[0 Show password
Password

I Create an account l

Sign in with your government employee ID

« Back to National Fire & Aviation Management

Forgot your password?

Security Practices and Privacy Act Statement &4

Privacy Act Statement (5

.|
14
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Enter your email address (does not need to match your FAMAuth email address)
Select your language

Check the ‘Rules of Use’ box
Select ‘Submit’

o 0 T w

Note: An email will be sent to the email address entered in step (a.)

&8 An official website of the United States government Here's how you know

U LOGIN.GOV m

Create your account

Enter your email address

Select your email language preference

Login.gov allows you to receive your email communication in
English, Spanish or French.

O English (default)

() Espaniol

QO Francais

Il:l | read and accept the Login.gov Rules of Use (3 I

Cancel

Security Practices and Privacy Act Statement 3

Privacy Act Statement (3

15
This user guide is maintained by Dynamo-Alpha Omega, in collaboration with Fire and Aviation Management — Information
Management.



U.S FOREST SERVICE USDA FS iNAP, FAMAuth, OIS Support

FIRE AND AVIATION MANAGEMENT - FAMAUth Users Guide
INFORMATION MANAGEMENT (FAM-1M)

USDA
=

e. Confirm Email
i. Go to your email account
ii. Find the email from Login.gov
iii. Click on the ‘Confirm email address’ Link within the email that you received

O LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

https:/lsecure login.gov/sign_up/email/confirm?_request_id=70663f5f-celc-
4f51-a6f4-2a1583185ef2&confirmation_token=17 CjvxddZcSzPeBukGy4

Please do not reply to this message. If you need help, visit wwaw.login.gov/help

About Login.gov | Privacy policy

16
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f. Create a strong password
Note: Password must contain at least 12 characters with a good or better strength rating (3
green bars) to continue. Remember your password.

EE Anofficial website of the United States government Here's how you know

pLociNGov IS

& ‘You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used
password. That's it!

[ Show password
Password

Password strength: ...

Password safety tips +

17
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g. Select ‘Continue’

&l An official website of the United States government Here's how you know ~

D LOGIN.GOV

& You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used
password. That's it!

[ Show password
Password

LLTTTTRTTTT I

L ;o ;]
Password strength: Great!

Password safety tips +

« Cancel account creation

18
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h. Select your 2nd level Authentication Method: ‘Text or Voice Message’
i. We recommend using Text if possible

ii. Do not use web based VOIP phones
iii. Note: If you chose to use a different authentication method, we cannot provide any

further guidance for you.
iv. You will be required to use this 2nd level of authentication each time you log into

your FAM application.
i. Select ‘Continue’

owoamcov [

Authentication method setup

Add a second layer of security so only you can signin to your

Select an option to secure your account:

Security ke

LESS SECURE

Backup codes

p

LEAST SECURE

.|
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j.  Text or Voice Message Authentications
i. Login.gov will send you a security code each time you sign in, so ensure you use a

phone number you have access to.
ii. Message and data rates may apply. Do Not use web based VOIP phone service.
k. Enter your phone number
|.  Select Text Message or Phone Call
i. Werecommend Text
m. Select Send Code.

Note: The code will expire in 10 minutes.

&H An official website of the United States government Here’s how you know +

DLocincov [E¥

*kk kkk

Send your security code via text
message (SMS) or phone call

We'll send you a security code each time you sign in
Message and data rates may apply. Please do not use web-based

(VOIP) phone services

Phone number

Example: (201) 555-0123

How should we send you a code?

You can change this selection the next time you sign in. If you entered

a landline, please select “Phone call” below.

O Text message (SMS) O Phone call

Mobile terms of service

<Choose another option

20
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n. Enter your one-time security code that you received either text or call
o. If on a computer that is shared by multiple users, uncheck “Remember this Browser”

p. Select ‘Submit’

EE Anofficial website of the United States government Here’s how you know

DLOGIN.GOV

Enter your security code

Ne sent a security code to _ This code will expire in

10 minutes.

One-time security code

Remember this browser

{ Get another code

Entered the wrong phone number?

Use another phone number

« Choose another option

Note: You should see a confirmation from login.gov like the one below that ‘A phone was
added to your account’ and the email address associated with your login.gov account.

.|
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g. Select ‘Agree and Continue’

Bl An official website of the United States government Here’s how you know ~

D LOGIN.GOV @

@ Aphone was added to your account.

&

You’ve created an account with
Login.gov

We'll share this information with National Fire & Aviation
Management:

& Emailaddress

National Fire & Aviation Management will only use this
information to connect to your account

22
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r.  You have successfully created a Login.gov account and the Wildland Fire Application Portal is
displayed. Find the tile or logo for the FAM application you want to use, click the tile (or
logo), and continue to the next step of the flowchart

EE An official website of the United States government  Here's howyou know W

Authenticated by:
DLOGIN.GOV

gsDa @w BWildland Fire Application Portal - FAMAuth

2, Welcome, Michael.Roadifer v Y

To access your Wildland Fire Application select one of the tiles below: .
User notices

View as Q) Logos «  Tiles

No notices today.

N Wildland fire applications Filter | Filter tiles

P

Data Wareh... 14 DRONESIM 3 ( ) Ecr y&| | wsee e-1Suite 13

Data Warehouse UAS Training, Flight Enterprise e-[Suite Enterprise
Simulator Geospatial Portal

v & v B v B v B

J—
%_?1 FEMS 3| | FEPPFEPMIS 3| |Zi7 FireCode 13 @Fims.:i... &

Fire Environment Federal Excess FireCode System Joint Fire Science
Mannine Svstem = i Prosram

23
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Section IV: Link with FAMAuth User

This section pertains only to FAM applications that use FAMAuth for authorization of access and roles
(see Appendix A — Applications Using FAMAuth for Authorization).

This section is for users that have an existing user in FAMAuth and are already able to login to the
Wildland Fire Application Portal via either Login.gov or eAuthentication.

Link your Login.gov or eAuthentication Account with your FAMAuth User
1. On the Wildland Fire Application Portal Dashboard page, find the tile or logo for the FAM application

you want to use and click on it.

Z= An official website of the United States government  Here's how you know %

. Authenticated by:
s | (R e ﬁWildland Fire Application Portal - FAMAuth @;;3:; ’

2 Welcome, Michael.Roadifer v 2~ O

To access your Wildland Fire Application select one of the tiles below: .
User notices

View as Q Logos ' Tiles

No notices today.

N Wildland fire applications Filter | Filter tiles

Data Wareh... 18 DRONESIM ) ‘.“\? EGP 1@| | s e-ISuite ¥

Data Warehouse UAS Training, Flight Enterprise e-ISuite Enterprise

Simulator Geospatial Portal

v B v B v B v B

—
— AT
\g FEMS %9 | FEPPEEPMIS @ ASi7% FireCode 13 FiIeSci... 6

Fire Environment Freilomsll B FireCode System Joint Fire Science
Prosram

Mannine Svstem - R B

.|
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Note: If you DO NOT have an existing FAMAuth user do not proceed — go to section V.
2. Enter the e-mail address of your existing FAMAuth user, and select “Next”

Note: FAMAuth will email your PIN to the email address provided. The email will come from
donotreply@nwcg.gov

Link user

(® We are unable to find a FAMAuth user linked with your eAuthentication account.
If you have a FAMAuth user (previously known as iNAP profile) already, enter the primary or an

alternate e-mail address associated with your user.

If you are a new user, you may request access.

E-mail address

3. Enter your PIN that was emailed to you, and select “Submit”

Enter your PIN

{ @® Atemporary PIN has been sent to jul e.slsani@hby | ghl eom. ‘

PIN

T [ f——

4. Review your profile for accuracy, and select “Save”

Note: If logged in via Login.gov then under “Linked accounts” it shows you have linked your Login.gov
account with your profile.

.|
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‘ Linked accounts

eAuthentication (not-linked)

E-mail

Identity provider ID

Login.gov (linked)

E-mail

julsun@ohadloam

Identity provider ID

1dblsa™s-2z 50 be-2ubosETdzbz 2301

Rules of behavior

Current type

Non-Forest Service Standard

Recent acceptance history
Rules of behavior type
Non-Forest Service Standard
Non-Forest Service Standard

Contractor

Cancel J

Acceptance date
11/29/2021
11/18/2020

10/08/2020

This user guide is maintained by Dynamo-Alpha Omega, in collaboration with Fire and Aviation Management — Information

Management.
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Note: If logged in via eAuthentication then under “Linked accounts” it shows you have linked your
eAuthentication account with your profile.

Linked accounts

eAuthentication (linked) Login.gov (not-linked)
E-mail E-mail
Wichae Roadienznsda_gry

Ildentity provider ID Identity provider ID

DML AT ATRORLA 14N

You will see this page display. You have successfully connected your FAMAuth user and Login.gov or
eAuthentication account. This is a one-time process. The next time you click the “Access” button on
the application tile you wish to use you will be redirected to the FAM application.

| (@ Please return to FAMAUth to continue. |

A For increased security, please close your browser window.

.|
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Section V: Create FAMAuth User

This section pertains only to FAM applications that use FAMAuth for authorization of access and roles
(see Appendix A — Applications Using FAMAuth for Authorization).

This section is for users that do not have a user in FAMAuth and are already able to login to the
Wildland Fire Application Portal via either Login.gov or eAuthentication.

Request FAMAuth user
1. On the Wildland Fire Application Portal Dashboard page, find the tile or logo for the FAM application
you want to use and click on it.

Note: The OIS application is used as an example in this guide and is reflected in the screen shots to
follow. Actual screens will reflect the application for the tile (or logo) you want to use.

E2 an official website of the United States government  Here's howyou know %

Authenticated by:

@% BWildla nd Fire Application Portal - FAMAuth ®eAuth

e
|5
=

2, Welcome, Michael.Roadifer v~ 2 v O

To access your Wildland Fire Application select one of the tiles below: q
User notices

View as Q) Logos «  Tiles

No notices today.

N Wildland fire applications Filter | Filter tiles
Data Wareh... g DRONESIM 1§ EGP 78| | s e-ISuite ¥y
Data Warehouse UAS Training, Flight Enterprise e-ISuite Enterprise
Simulator Geospatial Portal
v & v B v B v B

J—
%_"7 FEMS  Yg|| FEPPFEPMIS 3| |Zim FireCode v @Fires.ﬂ... 4

Fire Environment Federal Excess FireCode System Joint Fire Science
Mannins Svstem o= i Prosram

Note: If you are not a new user and have an existing FAMAuth user do not proceed - go to section IV.

.|
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2. Click the request access link

Link user

@ we are unable to find a FAMAuth user linked with your eAuthentication account.
If you have a FAMAuth user (previously known as iNAP profile) already, enter the primary or an

alternate e-mail address associated with your user.
If you are a new user, you mal request access,

E-mail address

MNext

3. Enter user information

Request access

‘ Enter user information —

| (D Please enter your full name as it appears on your Government |D.

First name Middle name (aptional) Last name

| Imd User

Job title (optional)

Primary e-mail

ima.user@usda.gov
Primary e-mail confirm
Alternate e-mail (optional) e @
H Receive communications also at
Office number Ext (optional) Mobile (optional) Fax (optional)

State (optional) (0]

Search States...

Primary affiliation

*

[] Part-time/seasanal

Next [ Cancel ]
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4. Review and accept rules of behavior
a. Review the rules of behavior
b. Click the Accept button

‘ Review and accept rules of behavior = ‘

(@ In compliance with USDA and federal security policies, you must accept the following rules of behavior annually, prior to being granted access to
FAMAuth applications. Please read and confirm your scceptance before proceeding.

Statement of Information Security Responsibilities for Associate Forest Service Users of FS Systems

I acknowledge that | understand and agree to comply with Forest Service (FS) and USDA information security policies and procedures, as well as
with federal, state. and local laws. | understand that as an FS associate, | may not be enfitied to the same limited personal use privieges as FS
employees, and that my use of FS information systems and equipment is limited to that which is specifically described in my contract or other
agreement with the FS

lunderstand that my contract or other agreement may specify additional information security respongibilities or requirements, such as the need for a
signed confidentiality statement. Key elements of Forest Service Manual (FSM) Chapter 6680, Security of Information, Information Systems, and
Information Technolegy (both 6680-6682 and §683-6684), for which | am responsible, are summarized below. | understand and agree that | must
periodically review the FSM Chapter 6650 for changes.

I am also responsible to:

lunderstand that any use of FS communications resources generally is not secure, that it is not private, and that it is not anonymous, and that
system managers do employ monitoring tools to detect improper use. | understand that there is no right to privacy when using government
information systems (logon waming banner)

( )

5. Verify the requested application access and roles
a. The “Application access” drop down will default to the tile that was clicked in step 1
b. In most cases the “Instance(s)” drop down will default to “PROD”
c. Ifthe application has roles stored in FAMAuth they will be presented as check boxes, with
default roles already checked. Check any additional roles that you would like to request

30
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‘ Request application access and roles = ‘

(© To request access to more than 1 application, please click the plus button below. Once your request is reviewed, you will receive an e-mail. Please
do not submit further requests until you receive this e-mail.

Application access Instance(s)

0OIS-Organization Information System ~ I PROD v e@

Request application roles for 015 - PROD

Account Manager
Hierarchy Manager
Reference Data Administrator

Unit 1D Approver

Vendor Manager

Verification contact information

@ Enter the contact who can validate your need to access this application,

* You CAN NOT validate your request (Do not enter your own name, e-mail or phone number).
* Agency employees: enter manager of SUPervisor.
» Contractors/Vendors: enter your government contracting office personnel.

Contact's first name Contact's last name

Job title Phone number Ext (optional)

E-Mail

T

6. Enter verification contact information, and select “Submit”
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‘ Request application access and roles - ‘

(D To request access to more than 1 application, please click the plus button below. Once your request is reviewed, you will receive an e-mail. Please
do not submit further requests until you receive this e-mail.

Application access Instance(s)

OIS-Organization Information System ~ | | PROD v e @

Request application roles for OIS - PROD

Account Manager

Hierarchy Manager
Reference Data Administrator
Reports Administrator

Unit ID Approver

Vendor Manager

Verification contact information

@ Enter the contact who can validate your need to access this application.

* You CAN NOT validate your request (Do not enter your own name, e-mail or phone number).
» Agency employees: enter manager or supervisor.
» Contractors/Vendors: enter your government contracting office personnel.

Contact's first name Contact's last name
Job title Phone number Ext (optional)
E-Mail

————
Submit [ Cancel ]
-
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7. If access to another application is not needed, select “l am finished with my request” radio button

and check the I’'m not a robot checkbox

Confirm access request

So far, you have requested the following:

O1S-Organization Infor

Account Manage:

What would you like to do next?
I need to request access and/or roles to additional applications

© 1 am finished with my request

D 'm not a robot

T —
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8. Select ‘Submit’

Confirm access request

So far, you have requested the following:

What would you like to do next?

I need to request access and/or roles to additional applications
Q 1 am finished with my request

\/ I'm not a robot

ST )

Note: You will see this page display. You have successfully requested a new FAMAuth user that will
be connected to your Login.gov or eAuthentication account.

| @ Please return to FAMAuth to continue. |

A\ For increased security, please close your browser window.

Note: STOP HERE, close your browser, and wait until your account is approved. Once approved you
will receive two or more emails.

9. Upon confirmation and approval of your request by the approving official you will receive multiple
email messages from donotreply@nwcg.gov

Note: “OIS” will be replaced with your application in the emails.
a. FAMAuth User Created

b. Application Access for OIS-PROD Approved
c. Application Role Request for OIS-PROD Approved

You have successfully created a FAMAuth user that is linked to your Login.gov or eAuthentication

account. This is a one-time process. The next time you click the application tile (or logo) you wish to
use you will be redirected to the FAM application.
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Appendix A — Applications Using FAMAuth
for Authorization

The following applications use FAMAuth for authorization:

e Data Warehouse

e EGP

e e-ISuite
e FEMS

e FEPP

e ICBS

e IgPoint
e |ROC

e Inciweb
e LESO

e NIROPS
o NPSG

e OIS

e OLMS
o SAWTI
e SIT209

e WFDSS NextGen

e Wildland Fire Application Portal
e WildCAD-E

e WIMS
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