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Revision Log
N S

5/5/25 Marshall Keppel Initial revision

6/12/25 Marshall Keppel Added the following features:

» Add Support for Customizable Role Combinations
(INAP#571)

» Email Users Based Upon Role (INAP#573)

* Improve Usability when Requesting Access (INAP#576)

8/18/25 Marshall Keppel Updates:
* Added screenshots

» Updated Available in QA status for each feature

8/21/25 Mike Roadifer Updated some screenshots and simplified text

8/26/25 Mike Roadifer Added one more slide for Invalid Role Combinations
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Email Subscription Service
Available in QA: Yes

Currently the FAMAuth team manually maintains email lists for
communicating FAMAuth QA outages and upcoming changes.
These lists are cumbersome to maintain and are often missing
interested parties.

To improve communications, stakeholders will subscribe to
receive these notifications by visiting:

Sign up for FAMAuth communications (not available until 2.17 is
deployed)

If subscribers wish to unsubscribe to one or more subscriptions,
they can manage their subscriptions from a link that is included in
the subscription emails they receive.

Sign up for FAMAuth communications

Notify me of

FAMAuth QA outages
Upcoming changes for FAMAuth

luse the following FAM applications (optional)

() Enter the application abbreviations, comma-separated. For example, IROC, WFDSS

Email address

Confirm email address

e T



https://nap.nwcg.gov/nap/oauth2/authorization/famauth?redirect_uri=%2Fnap%2Fclient%2F%3FACTION%3DnewSubscription
https://nap.nwcg.gov/nap/oauth2/authorization/famauth?redirect_uri=%2Fnap%2Fclient%2F%3FACTION%3DnewSubscription
https://nap.nwcg.gov/nap/oauth2/authorization/famauth?redirect_uri=%2Fnap%2Fclient%2F%3FACTION%3DnewSubscription

Email Users Based Upon Role
Available in QA: Yes

Select recipients
By application

O sy application role 4—

| () Email will be sent to users with the selected application and roles.

To
0QlIs5-0Organization Information System hd
Select roles
Account Manager N
Ial a] «
e
The Email Users screen currently allows email to be sent to the users of Hierarchy Manager
one or more applications. ' E;mnim“
1 Reports Administrator
With this enhancement, recipients for an email can be further narrowed UnitID Approver .
down by selecting one or more roles for a given application. - T
mail B I UGS ARKIESZEEZSTS

“You are receiving this message because you have one or more of the following OIS roles:
Account Manager

This is a system generated message. Please do not reply to this message.
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Improve Usability when Requesting Access
Available in QA: Yes

additional access

Do you want to request access to er application?

+ button to request #fonal application(s).

A common Help Desk ticket is for new users that do not complete 1o, select Yesto retum to the request form and G
the Request Access flow because they don’t click “No, submit my

request” on the final page. +/ tm ot robot

No, submit my request

Confirm access request

So far, you have requested the following:

The final page will now show what the user has requested, and
the user will be required to select one of the radio buttons. WILDCADE-TEST

Trainer

Selecting “I need to request access and/or roles to additional
applications” allows the user to go back to the previous step in

the flow. What would you like to do next?

I need to request access and/or roles to additional applications

Selecting “I am finished with my request” presents the “I am not T R e T T
a robot check” and allows the user to Submit the request.

( Cancel )
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Invalid Role Combinations
Available in QA: Yes

Per request from WildCAD-E, the system can now be configured to restrict the
combination of any two roles for an application.

When users are requesting roles, invalid role combinations are listed in a new
informational text area. For WildCAD-E the Read Only role cannot be

reﬁuested in combination with either the Dispatcheror Center Administrator
roles.

When the Read OnlY role is checked, the Dispatcher and Center Administrator
roles are disabled. 1f either the Dispatcher or Center Administrator role is
checked, then the Read Only role would be disabled.

Invalid combinations are enforced when approving role requests by
removing the conflicting role and assigning the requested role. A

warning message is displayed to the approver when processing the
request.

USDA Forest Service
Fire and Aviation Management — Information Management

Request org roles

Org role request status

Request roles

(@ To request roles at more than ene org unit, please click the plus button below. ‘

Application Instance(s) @ @
WILDCADE-WildCAD-E TEST hd
Org unit .
Missoula Interagency Dispatch Center [US-MT-MDC] (MT, US) x
Request roles at Mi: la Interagency Dispatch Center for WILDCADE - TEST
@ The following roles may not be requested together:
« Center Administrator and Read Only
o Read Onlyand Dispatcher
P
Center Administrator x
Read Only
Dispatcher
Resource Status
Roster
| O —
User information
Notes

A\ Approving this request will remove the following org role assignments due to an invalid role combination: Read Only

=

Action

Approve Reject o Update request only




An error will be displayed on the Edit Org Roles page when assigning a

Invalid Role Combinations (continued)

combination of invalid roles.
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Available in QA: Yes

Edit org roles

~

®) Invalid role combination for WILDCADE-TEST Boise Interagency Dispatch Center.
Read Only may not be combined with Dispatcher.

User information

Orgrole access

Application

WILDCADE-WildCAD-E
WILDCADE-WildCAD-E
WILDCADE-WildCAD-E
WILDCADE-WildCAD-E

WILDCADE-WildCAD-E

Instance

TEST

TEST

TEST

TEST

TEST

Org unit name Org unit ID
Boise Interagency Dispatch C¢ US-1D-BDC
Boise Interagency Dispatch C¢ US-1D-BDC
Boise Interagency Dispatch C¢ US-1D-BDC
Boise Interagency Dispatch C¢ US-1D-BDC

Boise Interagency Dispatch C¢ US-ID-BDC

orgrole

Center Administrator
Read Only
Dispatcher

Resource Status

Roster

T

Show all Show column filters

Expiration date = Assigned




Expand Length of Reject Reason
Available in QA: Yes

Process user request

(i) If minor corrections are needed for the user's information, then approve the request and make the corrections on the Manage users screen. Otherwise,
reject the request and have the user enter a new, corrected request.

User information

Linked accounts

Identity verification contact

+ + ]+ +

Application access contact

MNotes -

Per feedback from approvers, the Rejection Reason field is being
increased to 400 characters. @

Enter a new note, or select a pre-existing note

Action —‘

Approve Q) Reject Update request only

Reject application access requeast only for OIS-PROD
Reject user request and ALL requested application access requests

Rejection reason

Cancel ]
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Add Report for Authorization History
Available in QA: Yes

Authorization history (RPT-03) @

user
The Authorization History (RPT-05) report is entont : (e ]

Application instance (optional)

being added to assist in troubleshooting Help v

Desk tick h q ioning th
Des .tI.C etsw 1ere users are uestioning the I
inactivity warning emails from the system. p— v p— —— pe— T ——— ERm———
Test Account FEMS Admin ftestaccount N FEMS-QA 08/22/2024 09:47 361 Active
Test Account FEMS Admin ftestacoount N FEMS-QA 08/15/2025 09:23 3 Active
Test Account FEMS Admin ftestaccount N FEMS-QA 08/15/2025 08:45 3 Active
Test Account FEMS Admin ftestaccount N FEMS-QA 06/12/2024 09:04 432 Active
Test Account FEMS Admin ftestaccount N FEMS-QA 08/06/2025 08:38 73 Active
Test Account FEMS Admin frestaccount N FEMS-QA 05/28/2024 09:08 446 Active
Test Account FEMS Admin frestaccount N FEMS-QA 04/08/2025 09:05 132 Active
Test Account FEMS Admin ftestaccount N FEMS-QA 03/24/2025 08:15 147 Active
Test Account FEMS Admin ftestacoount N FEMS-QA 03/20/2024 08:20 516 Active
Test Account FEMS Admin ftestacoount N FEMS-QA 01/13/2025 08:11 217 Active

Total records: 10 of 10 <« < > o |25V
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Email Users - Format Improvements
Available in QA: Yes

New email to application users

Select recipients

Q) By egplication

By application role

Copying and pasting text (such as from Word) can result in a message that has b '
the desired formatting on the New Email to Application Users page but is not — v
rendered correctly in the recipient’s email application (such as Outlook). The 'Ff’m“"“ |
best results are achieved by removing the formatting and using the toolbar sorstrepgmes rcg o
buttons to reformat. Szt

Add sitachments
Improvements have been made to handle pasted text by automatically To s ik s s e e T b
converting well known unsupported characters to supported characters. P e
In addition, the system will now display a warning message to users when text Email BIueAMESZEESS
has been pasted from an outside source into the FAMAuth Admin email editor Yo e o e o o 3 of 0o e et
with unsupported formatting. i

@ LafiOpaning Curly Ducla (7): Hiod dovn th AL iy and bypa CHAT on e numanic kiyoad
@ RightfCasing Curly Cuote [ Hokd down this AR key and tis 0128 00 the numens keypas.

This i 2 Sysinm penerated Message. Piaasa do nol reph i Fis Messang.

e rer— =)
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Thank you!

Please reach out to Ryan Hunt (Ryan.Hunt2@usda.gov) or Mike Roadifer
(Michael.Roadifer@usda.gov) for more information.
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