Opening TCP Port 80 in Windows Firewall

Open Windows Firewall

Steps

The following instructions are for opening TCP Port 80 in the Windows Defender Firewall — the
firewall software included with Windows. If you are using an alternate firewall, please consult
their documentation.

Important: It is not adequate to open the port’s inbound and outbound traffic for just the program
or the service. You must create Port rules as directed below in Step 6, or it will not work.

1. Open Control Panel from the Start menu.
2. Select System and Security.
3. Select Windows Defender Firewall.

Q. Control Panel\System and Security - O *

« A ﬁ » Control Panel » System and Security » v o ¥}

Control Panel Home . .
’SW Security and Maintenance
o System and Security \ Review your computer's status and resolve issues | ) Change User Account Control settings
Troubleshoot commen computer problems
MNetwork and Internet

Hardware and Sound w Windows Defender Firewal|

Check firewall status Allow an app through Windows Firewall
Programs

System
View amount of RAM and processor speed | ¥ Allow remote access | Launch remote assistance
See the name of this computer

User Accounts

Appearance and
Personalization

Clock and Region \L; Power Options

Ease of Access Change battery settings | Change what the power buttons do | Change when the computer sleeps

_ File History
€ save backup copies of your files with File History | Restore your files with File History

Q\,f} Backup and Restore (Windows 7)

g Backup and Restore (Windows 7) Restore files from backup
% BitLocker Drive Encryption
¥\ Manage BitLocker

Storage Spaces

Manage Storage Spaces

Work Folders

Manage Work Felders

Administrative Tools
Free up disk space | Defragment and optimize your drives | 8§ Create and format hard disk partitions
) View event logs | W) Schedule tasks

[T @ &
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Select Advanced Settings....

4. Select Advanced settings in the left column of the Windows Defender Firewall window.

& Contral Panel\System and Security"Windows Defender Firewall - O X
« v @ > Control Panel » Systern and Security » Windows Defender Firewall v V] Search Control Panel 2

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network,
through Windows Defender
Firewall .
l 0 Private networks Not connected
G Change notification settings
E; Turn Windows Defender . o Guest or publlc networks Connected
Firewall on or off
G Restore defaults Metworks in public places such as airports or coffee shops
Ad d setti é—
® Advenced settings Windows Defender Firewall state: On

Troubleshoot my network ) ) ) .
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: = Network
Maotification state: Matify me when Windows Defender Firewall blocks a
new app

See also
Security and Maintenance

Network and Sharing Center
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Select Inbound Rules...

5. Select Inbound Rules in the left column of the Windows Defender Firewall with
Advanced Security window.

& Windows Defender Firewall with Advanced Security — O X
File Action View Help
=@ H
9 Windows Defender Firewall with Advance Actions
E& Inbound Rules h r /7 Windows Defender Firewall with Advanced ... &

&S Outbound Rules

Bg Connection Security Rules i Windows Defender Firewall with Advanced Security provides network security for Windows compu & Import Policy...

. Monitoring 45| Export Policy...
Overview Restore Default Policy
[?Dmain Profile Diagnose / Repair
% Windows Defender Firewallis on. View »

G Inbound connections that do not match a rule are blocked.

— @ Refresh
Ef_[' Outbound connections that do not match a rule are allowed.

B Properties
Private Profile

E Help

@ Windows Defender Firewallis on.
O Inbound connections that do not match a rule are blocked.
i@' Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Defender Firewallis on.

G Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

E] Windows Defender Firewall Properties

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authentic
protected by using Intemet Protocol security (IPsec).

E] Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a cor
it is authenticated, or if it comes from an authorized user, group, or computer. By defautt, inbound connecl
blocked unless they match a rule that allows them, and outbound connections are allowed unless they m:
blocks them.
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Select New Rule

6. Select New Rule in the right column.

@ Windows Defender Firewall with Advanced Security

File Action View Help

= nEl = HE

@ Windows Defender Firewall with Advance
&3 Inbound Rules
&Y Outbound Rules
%% Connection Security Rules
'-é, Menitoring

Inbound Rules

MName

0 Firefox (C:\Program Files\Mozilla Firefox)
0 Firefox (C:\Program Files\Mozilla Firefox)
@ Microsoft Office Outlook

V] @{Microsoft. AAD.BrokerPlugin_1000.177...
U @{Microsoft.DesktopAppinstaller_1.0.220...
@ @!{Microsoft.Messaging_4.1810.2922.0_%6...
U @!Microsoft.MicrosoftEdge_44.17763.1.0...
V] @{Microsoft.MicrosoftOfficeHub_17.103...
@ @{Microsoft.PPIProjection_10.0.17763.1_...
& @{Microsoft. Win32WebViewHost_10.0.17...
U @Microsoft. Windows.CloudExperience...
U @{Microsoft. Windows.CloudExperience...
O @{Microsoft.Windows.Cortana_1.11.5.17...
& @{Microsoft. Windows.Photos_2018.1309...
U @{microsoftwindowscommunicationsa...
U @{Microsoft.WindowsFeedbackHub_1.18...
V] @{Microsoft. Windows5tore_11810.1001.1...
V] @{Microsoft. XboxGamingOverlay_2.22.1...
U @{Microsoft.YourPhone_1.0.13242.0_x64_...
O @ Microsoft.ZuneMusic_10.18102.10531....
@ @{Microsoft.ZuneVideo_10.18082.13811....
& @FirewallAP1.dIl,-80201

U @FirewallAPI.dIl,-80206

0 Skype

0 Skype

& Alloyn Router (TCP-In)

@ AlVoyn Router (UDP-In)

@ App Installer
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Group

@{Microsoft. AAD.BrokerPlu...

@{Microsoft.DesktopApplns...

@{Microsoft.Messaging_4.1...
@{Microsoft.MicrosoftEdge...
@{Microsoft.MicrosoftOffic...
@{Microsoft.PPIProjection_..
@{Microsoft.Win32WebVie...

@{Microsoft.Windows.Clou...
@{Microsoft. Windows.Clou...
@{Microsoft. Windows.Cort...
@{Microsoft.Windows.Phot...
@{microsoft.windowscom...

@{Microsoft. WindowsFeed...
@{Microsoft. WindowsStore...
@{Microsoft.Xbox GamingO...
@{Microsoft.YourPhone_1.0..

@{Microsoft.ZuneMusic_10....

@{Microsoft.ZuneVideo_10....
@Firewal lAP1.dII,-80200
@FirewallAP1.dIl,-80200

{7T8E1CD28-49E3-476E-B926-...
{78E1CD28-49E3-476E-BO26-...

Allloyn Router
Allloyn Router
App Installer

Profile
Private

Private
Public

Domai...

Domai..

All

Domai...

Domai...

All
All

Domai...
Domai...

Domai...

All
All

Domai...

All
All

Domai..
Domai...

Domai...

All
All
All
All

Domai...
Domai...

Domai..

En #
Ye!
Ye!
Yer
Yer
Ye!
Ye
Ye
Yer
Yer
Ye!
Ye
Yer
Yer
Ye:
Ye
Ye:
Yer
Yer
Ye!
Ye
Ye:
Yer
Ye:
Ye
Ye:
Yer
Yer
Ye!

Actions

Inbound Rules

<]

'
A
'

BB

Mew Rule... _

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

* v v v
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Select Port...

7. Select Port in the New Inbound Rule Wizard and then click Next. Note, do not create a
Program rule — you must create a Port rule.

@ New Inbound Rule Wizard >

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type What type of ule would you like to create?
& Protocol and Ports

@ Action ") Program

Profile Rule that controls connections far a program.

@ Name @th

Rule that controls connections for a TCP or UDP port.

G

() Predefined:
@Firewall AP1.dll -30200

Rule that controls connections for a Windows experience.

() Custom

Custom rnule.

Back Mext = Cancel
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Set up Protocol and Ports...

8. Select which protocol this rule will apply to TCP, Select Specific local ports, type port
number 80, and then click Next.

@& MNew Inbound Rule Wizard >

Protocol and Ports

Specify the protocals and ports to which this rule applies.

Steps:

@ Rule Type Dioes this rule apply to TCP or UDP?
& Protocol and Ports @ TCP é—

@ Action ) UDP

@ Profile

@ Mame

Dioes this rule apply to all local ports or specific local ports?

() All local ports [

® Specific local ports: |BD
Example: 80, 443, 5000-5010

< Back Mext = Cancel
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Allow the Connection...

9. Select Allow the connection and then click Next.

ﬁ' Mew Inbound Rule Wizard >

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type %t action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
® Allow the connection

i This includes connections that are protected with IPsec as well as those are not.
& Profile

N () Allow the connection if it is secure
& MName

This includes anly connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

() Block the conmection

< Back Mext = Cancel
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Select when this rule applies...

10. Select when this rule applies (check all so it is always open) and then click Next.

& New Inbound Rule Wizard >

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this nule apply?
& Protocol and Ports
@ Action Domain
» Profile Applies when a computer is connected to its corporate domain.

@ MName Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

< Back Mext = Cancel
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Name your rule and Finish...

11. Give this rule a name and then click Finish to add the new rule.

ﬁ' Mew Inbound Rule Wizard

Name

Specify the name and description of this nule.

Steps:
# Rule Type
» Protocol and Ports

p  Action [

» Profile Name:
|Port 80 Rulel

» Mame

Description (optional):

< Back Cancel
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